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BLUEPRINT FOR A QUANTUM COMPUTER

o)

e 5 s & B R . § s

O 1) = = o~ ’ s O - ! - o

B 2 © © . P =SB o

= o) = = = 29T | o 3

= O %) @0 Q o) Pe==== = =

[0)) 5 =} (@ 8 o <3 %) o

c o g S g 3 =P S 8§
& 8 S , = =SS =

.

qubit measurement fusion gate

detector delay line

B

YYYS

switching network »
.—

.

|l

o=

o

| Ko . }chi
e

fibre array

2

I
=2

H
Ty .l

. 5 - -
: M0 R |
photon-pair source  spectral filter N x 1 switch =" EE
‘ ‘ OOK

"/
ball grid array




The three known types of quantum computing and their applications, generality, and computational power.

Quantum Annealer

A very specialized form of
quantum computing with
unproven advantages over
other specialized forms of
conventional computing.

DIFFICULTY LEVEL

The most likely form of
quantum computing that
will first show true
quantum speedup over
conventional computing.
This could happen within
the next five years.

DIFFICULTY LEVEL

The quantum annealer is least powerful
and most restrictive form of quantum
computers. It is the easiest to build, yet can
only perform one specific function. The
consensus of the scientific community is
that a quantum annealer has no known
advantages over conventional computing.

APPLICATION
Optimization Problems

GENERALITY
Restrictive

COMPUTATIONAL POWER

Same as traditional computers

Analog Quantum

The analog quantum computer will be able
to simulate complex quantum interactions
that are intractable for any known con-
ventional machine, or combinations of these
machines. It is conjectured that the analog
quantum computer will contain somewhere
between 50 to 100 qubits.

APPLICATIONS
Quantum Chemistry
Material Science
Optimization Problems
Sampling

Quantum Dynamics

GENERALITY
Partial

COMPUTATIONAL POWER
High

Universal Quantum

The true grand challenge
in quantum computing.

It offers the potential to

be exponentially faster
than traditional computers
for a number of important
applications for science
and businesses.

DIFFICULTY LEVEL

The universal quantum computer

is the most powerful, the most
general, and the hardest to build,
posing a number of difficult technical
challenges. Current estimates indicate
that this machine will comprise more
than 100,000 physical qubits.

APPLICATIONS

Secure computing
Machine Learning
Cryptography
Quantum Chemistry
Material Science
Optimization Problems
Sampling

Quantum Dynamics
Searching

GENERALITY
Complete with
known speed up

COMPUTATIONAL POWER
Very High
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3¢ ISACA.

Taking the Pulse of
Quantum Computing

Quantum computing is expected to revolutionize global industries.
It also can break today’s cryptographic algorithms, which underpin
nearly all online transactions, digital signatures, web sites, utilities,

62% ¢ worried that quantum computing
will break today's Internet encryption.

medical records and other critical systems.

global professional association ISACA. ISACA's 2025 Quantum
Computing Pulse Poll features of-the-moment insights from

2,685 global professionals who work in digital trust fields,

including cybersecurity, audit, risk or data privacy. E 40% are not ?Ware of their company's quantum
computing plans.

Urgent action is needed now, according to new research from sav auantum computing will create new
@ 57% savd puting

business risks.

ONLY ,
= understand NIST's post-quantum
o 7%

Enterprises expect benefits from quantum computing, standards

but they are not prepared for the changes it will bring.
T~. \° ONLY

@l 354

have a good understanding say quantum computing will say it will CHANGE
of quantum computing’s create REVOLUTIONARY THE SKILLS NEEDS
CAPABILITIES. INNOVATIONS. of businesses.




Cybercriminals are already
collecting data to decrypt

: ; IMMEDIATE ACTION REQUIRED
with quantum computing:

Educate stakeholders about quantum
computing’s risks and the urgent need for
quantum-resistant encryption.

Assess and identify where encrypted data

Many underestimate how quickly quantum computing are stored; determine vulnerabilities.

may become widespread and break existing encryption.

Begin transitioning critical data and systems
to quantum-resistant encryption.

xﬂ i E_ﬂf\ ONLY

® 55y e = 5%

have not taken steps
to prepare for quantum
computing.

Respondents are split on
the expected time frame
in which the full potential

say it's a high business
priority for the near
future.

Upgrade digital infrastructure, ensure all
Internet-connected systems are secure.

of quantum computing will
be realized.

For additional data points and analysis, visit

T | RCEEY

I'm not sure/ 5 years 6-10 years 11-15 years More than
don't know or less 15 years

www.isaca.org/quantum-pulse-poll

2% | don't think quantum computing will have transformative potential




Commercial National Security Algorithm

Suite and Quantum Computing FAQ

NSA prefers the use of ECDH with P-384 and 3072-bit DH for key establishment.

CNSS Advisory Memo implementation

Q: Doesn’t CNSSP-15 require all commercial NSS acquisitions to incorporate Suite B
elliptic curve algorithms by October 2015?

A: Prior to the release of CNSS Advisory Memorandum 02-15 in August 2015 it did. That was
an important consideration in the timing of the memorandum. CNSS Advisory Memorandum
02-15 removes that requirement. CNSSP-15 is being updated and will take some time to
publish. In the interim, CNSS Advisory Memorandum 02-15 describes the most up-to-date
algorithm guidance. See the advisories tab at www.cnss.gov.

Q: I have already complied with the current CNSSP-15 requirements incorporating
Suite B into my NSS commercial product/solution. Do I need to update any of the
algorithms being used?

A: If you have already implemented Suite B algorithms using the larger (for TOP SECRET) key
sizes, you should continue to use those algorithms and key sizes through this upcoming transition
period. In many products changing to a larger key size can be done via a configuration change.
Implementations using only the algorithms previously approved for SECRET and below in Suite
B should not be used in NSS.

In more precise terms this means that should no longer use

ECDH and ECDSA with NIST P-
SHA-256

AES-128

RSA with 2048-bit keys
Diffie-Hellman with 2048-bit keys




3.2 Cryptographic rimitives that are quantum safe

Most of the public key cryptography that is used on the Internet today is based on algorithms tha
quantum attacks. These include public key algonithms such as RSA, ECC, Diffie-Hellman and D

re vulnerable to
. All of thes

examples are easily broken by Shor’s algonthms [Sho97] and are deemed to be insecure as quantum computing

maiures.



The New Security Risks of Quantum

Computing

tion systems that we use to protect all of the
critical information in our online world. One
of the primary assumptions in modern cryptographic
systems is that our defined hard problems, which the
algorithms on which we have built modern data secu-
rity relv.assaan’t he solved by conventional computer
“ystems.

I I ard problems are also essential to the encryp-

The RSA public key cryp’ graphic system is effective
only as long as factorir’ iarge numbers remains an
intractable probles®'kSA is used in everything from
sigmingan@’Cincrypting an email message to protect-

trillions of years to break. In 1997, just over twenty
years later, DES was defeated in 140 days. By 2008,
the same attack could be done in less than 24 hours on
less than $10,000 worth of computing equipment. We
have subsequently evolved our encryption standards
to use increased encryption key length based on the
assumption that this, combined with the complexity of
the underlying math problems, will outpace advances
in computational power and mathematical efficiency.

An iterative, evolutionary approach served the in-
dustry well for 40 years. Then, in 1994, Peter Shor

Aaualanad an alaavithm fav fat tha Hma nan_avictant
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A mind-bending technology goes mainstream




Communications

Oh what entangled
web we weave

Quantum networks coul

's city hall notched

transfer. Anton Zeil-

: anium-cryptogiagd®pioneer whose lab facili-

tated the transfer, ssed his hope that “all problems of

implementation will be solved within three years.” They
were not,

The technology was put to the test again in 2007 when quan
tum-encrypted vote tallies from the Swiss federal election were
sent from polling stations to the Geneva state government. Engi
neers insisted that the transmission was utterly impervious to
eavesdropping or tampering; a company called 1o Quantique had
developed a system that harnessed one of the rules of quantum
mechanics to offer total security:

Benefits for the financial sector

For the finance sector this opens up a whole
range of compliance, improvements, savings
and new markets. Besides compliance (eg.
security and cryptocurrency markets) there is
most to be gained in pattern recognition, real-
time risk analysis and financial forecasting. Also
for banks with large client databases, overheads
can be reduced through the use of improved
searching algorithms.

Alongside security
compliance, quantum
computing can offer reduction
in database query times, real-
timerisk analysis and financial
forecasting.

Thanks to the development of ever more secure links, quan-
tum cryptography has recently been deployed more widely. 1D
Quantique has installed quantum links between gs
kPN, a Dutch telecoms firm; of Battelle,an A can non-profit re-
search firm; and of Hyposwiss and NoterngFin, two Swiss private
banks. It offers links between financial inf@utions in Geneva and
a disaster-recovery centre 50km away. In Mg researchers gs#0-
shiba in Japan began sending quantum-encrypte omic data
from a research facility in Sendai to Tohoku University, 7km away.

But the future of the technology lies in quantum networks—the
infrastructure required to connect many senders and receivers.
These are springing up within and between major metropolitan
areas. South Korea's government is funding a 250km link to join
existing metro quantum networks. In Britain a network of similar
length will be deployed between the cities of Bristol and Cam-
bridge, via London. Australia is building a closed government net-
workin the capital, Canberra.

No quantum network is more ambitious than the one complet-
ed in China at the end of last year. Funded by the central govern:
ment, it links Beijing and Shanghai via Jinan, which already has a
metro network over 70 square kilometres, made up of 50
“nodes”—switchboards connecting senders and receivers—and
Hefei, which has a 46-node network. Its customers include China
Industrial and Commercial Bank, the China Banking Regulatory
Commission and the Xinhua news agency.







