PUTTING ENTERPRISE
ARCHITECTURE TO WORK TO
TRANSFORM CYBERSECURITY

INTO A BUSINESS EXECUTIVE’S
OPPORTUNITY

Or how to transfer a ministry of silly walks into a ministry
of somewhat less silly walks.
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Cyber Security, Say What?

The Ignorance Of Business Leaders. Or their studipity. Or a lack of details.
'By Design’ — And Why It’s So Important.

Patchwork Business™

Hail, Enterprise Architecture!

Security By Design — using EA.

Getting It Going With The Chiefs.

Building Digital Trust.

A Simple Model.
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The Romanian Ministry of Defence (NATO member) posted on
his Facebook account a picture where passwords to different
accounts / devices are visible - post meanwhile deleted.
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Hi, the design file you sent isn't opening.
Do you think it needs a newer paint
version? 20:50

This is a PSD file. You need Photoshop to
open it. 20:57

Canyou save it in a way that it opensii
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Please stop changing

the Google logo so

" much.

J

' | like the original one. )

“Mom | don't change the
logo. Google changes it.

|

On my computer. )

You don't run the |

Google?

),

If 1 did | wouldn't be
driving a 2004 Ford.




Nothing in the world is

more dangerous than

sincere ignorance and

conscientious stupidity.

Martin Luther King, Jr., 1929-1968







THE HIGHEST FORM OF
IGNORANCE IS WHEN YOU
REJECT SOMETHING YOU
DON’T KNOW ANYTHING

ABOUT.

———————————————————
Wayne Dyner, Psychologist
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Information Technology

Gartner €

Gartner Glossary > |

et WHAT?

Enterprise architectL
responses to disruptiv
business vision and out.
signature-ready recomme.
outcomes that capitalize on \

INng enterprise
change toward desired

Ad IT leaders with
achieve targeted business



Business Architecture
Organization, functions

Data Architecture
Business Entities, Data

Application Architecture
Applications component,
SOA architectures

Technology Architecture
Hardware architecture,
components, deployment
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CATALOGUE, ASSESS & ALIGN
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INFORMATION

VISUALIZE, GOVERN & MANAGE TRANSFORMATION

ARCHITECTURE /
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Strategy, Business Processes,

PRINCIPLES
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AND THERE'S A PROGESS!



SECURITY BY DESIGN

—

Outcomes & business strategy

Business Process Information
Architecture Architecture

Technology Platforms & Infrastructure

Business Process Information
Architecture Architecture




Component Architecture: The Tradesman s View
Products, Tools, Specific Standards, Technologies

Copyright © TheSABSA Institute 1995 - 2016



Enterprise Architecture

r—

BusinessDrivers /Business Objectives
Security Principles
Risk Appetite

Key RiskAreas/ BusinessIimpact

Security Resource Plan
\

( Security Policy Architecture

Security Domain Model

Trust Framework

RiskAssessment

BusinessRiskModel/ Risk Reqister

Applicable Law and Requlation Reqgister

\ Applicable Control Framework Reqgister

Enterprise Security Architecture

/
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Security Services Catalogue

Security Classification
Data Quality

BusinessAftribute Profile

Control Objectives / Security Objectives
Security Standards

.

RiskMitigation Plan

Security Audit

Security Training & Awareness
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|dentity &
Access Mgt

Continuity
Management |

Security
Intelligence

Security
Monitoring

Compliance |
Management
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Etc.
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Information
Security
Management
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To help investors stay on the right side of change, this white paper seeks to identify the industries

and sectors most at risk of disintermediation and disruption. We aim to size investors’ current
exposure to those areas.

Based on our research, we believe investors should evaluate and avoid the following "Bad Ideas":

|.  Physical Bank Branches
Il.  Brick and Mortar Retail
lll. Linear TV

IV. Freight Rail

V. Traditional Transportation

(ARK Bad Ideas Report 2020)
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The Building Blocks of Consumer Trust in Brands s« - marketing

A o : ssass ENAres
- of respondents who identify each factor as "very important” when cg T to trust a company LA L

Make proae eale safe

Consistently deliver on what they promise

Provide refunds if products don't work

Treat customers well

Provide good customer service

Make high quality products

Treat employees well

Do not hide important information in fine print

Pay the taxes they owe

Produce products in an ethically responsible way

Produce products in a way that doesn't harm the environment
Have the public interest in mind when it comes to business practices
Are transparent about labor practices and supply chain
Produce goods in America unless it is particularly costly

Have a mission beyond just profit

Have not been involved in any major public scandal

Give back to society

Have strong ethical or political values

ublished on MarketingCharts.com in January 2020 | Data Source: Morning Consult

3ased on a nationally representative December 2019 survey of 2,200 US adults



BUILDING DIGITAL TRUST
——————————————————————-

AND MAKING SECURITY A
C-LEVEL RESPONSIBILITY

RISKS/COSTS PRODUCTIVITY HR
PLATFORM STRATEGIES PR



AWARENESS COLLATERAL FLOW
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