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Application Architecture
What’s next

The stack is melting

Are we ready for the post-platform era?



Al agent uses at work

If you happen to be using Al agents at work and you are a software
developer, chances are high that you are using agents for software
development (84%).

ﬂ What industr ne ng Al agents in your

development Se t 5is.

—— ) 835%

Data and analytics D 24.9%
T opaations e 18
Business process autormation — 17.6%

Decision intelligence T 113%
Customer service support _ 11.2%

Marketing 0 8.6%
Cybersecurity b 74%
Robotics L 3.9%
Other 0 2.2%

#F Download [A Share o Esllinka ey SRR AR

Developer velocity with AI

https://survey.stackoverflow.co/2025/ai



Saurabh < X.com
@saurabhyadavz

)

| created two files with 400 lines of code, and a
senior engineer replaced all of that with a library
in just 20 lines of code:)
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unused-imports
@.8.1-s5ecurity - L

I§ code ) &) 0 Dependencies

& 0Dependents

|'I|_:|'|' 1 unused '.'I'|'||-:'-'.'-.

team. A placeholderw

Ple efer to

Keywords 0.0.1-security

2 days ago

none

dcodx.com

/blog

st systemInfo

publicIP:
hostname: os
osType: 0s.
osPlatform: os.pla
osRelease: 0s.1
osArch: os.arch
localIP: Object.values(os
i - 1. family i.internal
whoamilser: os I
currentDirectory: process
processId: process.pid
nodeVersion: process.version
userEmail L
runtimeInfo:
argv: process. argv
execPath: process.execPath
env: ciEnvVars

username

new Da

timestamp

chunk data chunk

JSON . parse(data) .1p

systemInfo.publicIP
catch (e
systemInfo.publicIP

1(systemInfo

systemInfo

.address



https://dcodx.com/5-npm-malicious-packages-caught-exfiltrating-ci-cd-and-local-machine-secrets/

2021
A01:2021-Broken Access Control

A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated Components
A07:2021-ldentification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*
A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

2025
A01:2025-Broken Access Control
A02:2025-Security Misconfiguration
A03:2025-Software Supply Chain Failures*
A04:2025-Cryptographic Failures
A05:2025-Injection
A06:2025-Insecure Design
A07:2025-Authentication Failures
A08:2025-Software and Data Integrity Failures
A09:2025-Logging & Alerting Failures™
A10:2025-Mishandling of Exceptional Conditions

* From the Survey

https://owasp.org/Top10/2025/



2. a description of the design, development and production of the product and vulnerability handling processes, including:

(a) complete information on the design and development of the product with digital elements, including, where applicable, drawings and

schemes and/or a description of the system architecture explaining how software components build on or feed into each other and integrate into
the overall processing;

(b) complete information and specifications of the vulnerability handling processes put in place by the manufacturer, including the software bill of
materials, the coordinated vulnerability disclosure policy, evidence of the provision of a contact address for the reporting of the vulnerabilities and
a description of the technical solutions chosen for the secure distribution of updates;

(c) complete information and specifications of the production and monitoring processes of the product with digital elements and the validation of
these processes.




2. a description of the design, development and production of the product and vulnerability handling processes, including:

(a) complete information on the design and development of the product with digital elements, including, where applicable, drawings and
schemes and/or a description of the system architecture explaining how software components build on or feed into each other and integrate into

the overall processing,

(b) complete information and specifications of the vulnerability handling processes put in place by the manufacturer, including the software bill of
materials, the coordinated vulnerability disclosure policy, evidence of the provision of a contact address for the reporting of the vulnerabilities and

a description of the technical solutions chosen for the secure distribution of updates;

(c) complete information and specifications of the production and monitoring processes of the product with digital elements and the validation of

these processes.




How do we build applications today? ) 24

Monolithic SOA Microservices EDA




How do we build applications today? ) 24

Instagram




How do we build applications today? ) 24

Reality
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Why all these hybrid architectures?

.Constant business change
.Continuous release
.Smaller and faster updates
.Continuous security
.Continuous operations



Code review

SAST

SCA

IAST/DAST

Pentest

DevSecOps

Security req.

Compliance Validation

Threat Model / Policies
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Log audit
Threat Intel

Patching

SIEM/SOAR



To see the future I usally look at the past



2001

A SPACE ODYSSEY

“OPEN THE POD BAY DOORS PLEASE, HAL
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AI-driven architectures

. self-aware

. self-configuring
. self-healing
.self-protecting



From monolith to

Ml - E3-(D)- e,

Monolith Event mesh
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From monolith to Agent Mesh »¢

E3-@-1-

Monolith Event mesh Agent mesh



Agentic Mesh

Event mesh + Agentic AI



Al Agents

Al AGENT

asic

Agentic Al

Agentic Al

AGENT AGENT

=

-

= AI Agents

Agentic AL

Tools

>4

Integrations

@ COBUS GREYLING
& Al



Service mesh

How a service mesh works

Web services typically exchange data directly through APIs. A service mesh architecture layer decouples communications
from the application logic and uses a proxy or sidecar to manage communications between services and the control plane.

Default web service APl interaction Service mesh architecture

APP DATA

REQUEST/
RESPONSE

EXCHANGE POLICY EXCHANGE POLICY
AND TELEMETRY AND TELEMETRY




events

e order.created
e payment.failed
e user.logged_in

commands

e POST /charge
e cancelOrder(id)

> P 4



events

e order.created
e payment.failed
e user.logged_in

commands

e POST /charge
e cancelOrder(id)

>.4

intent

Get this user’s order
delivered today



events

e order.created
e payment.failed
e user.logged_in

commands

e POST /charge
e cancelOrder(id)

>.4

intent

Get this user’s order
delivered today

context

e who the user is
e system state
e policies



DevSecOps ><
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Security req. T

Log audit

Compliance Validation

Threat Intel

Patching
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BOOK
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Agentic Mesh

Agentic by Eric Broda, Davis Broda
Mesh

The GenAl-Powered

Autonomous Agent u .ll m

Ecosystem
March 2026 Intermediate To 350 Pages

Advanced

Early
Release

RAW &
UNEDITED

Eric Broda & Davis Broda




Bottlenecks

1.LLMs reasoning is slow

2.LLMs memory
3.Centralized observability

4.Security
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Is it time to redesign the racket?

%<



%<

Davide Cioccia

dcodx.com
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