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Benefits of DevOps

• Faster, better product delivery.
• Faster issue resolution and reduced complexity.
• Greater scalability and availability.
• More stable operating environments.
• Better resource utilization.
• Greater automation.
• Greater visibility into system outcomes.
• Greater innovation.
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What I love about DevOps is that in the end, it's all 
about people.
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CULTURE



What is CULTURE? 

• How does the security culture look like in your company? 

 let’s discuss



Poor security culture

• 1 security person for 1000 developers 

• The security department owns the security of the product 

• Security approves every change before production 

• Rely only on a compliance pentest done once a year

• Management is not engaged in security discussions



Strong security culture

• Bring in security with development 
background

• Let security work together with the 
development team

• Security must understand the product 
tech and the business

• Development teams own the security of 
their products

• Management speaks regularly about 
security



#1 Pitfall: Security is 
not part of 
development



Pitfall #1: Security as afterthought

Plan Build Test Deployment & 
OperationCode

Application Development Team

Vulnerability Scanning

Security Team

Penetration Testing

MonitorRelease

Focus on bug and not flaws

Very expensive 

Limited coverage



Better: Development and security work together

• Implement security in different phases 
of the development cycle

• Developers know their product best 

• Security must know coding

• Teach security to developers and 
development to security 



Pitfall #2: All the tools in one shot



Solution: Start small: SAST + SCA

PLAN CODE TEST

SCA

REVIEW MERGE DEPLOY

Exploitable 
High or 
Critical 
issues?

NO

YES

SAST

Need 
fix?

NO

OPEN MR

Approved 
by all 

parties? 

YES



Follow a Maturity Model (DSOMM) 



Pitfall #3: No issue tracker integration 



Integrate issues in development tools 
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Integrate issues in development tools 

Open issue
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Pitfall #4: False positives  



Focus on high risk and high probability issues 

• Only scan production code. Remove test and debug code

• Focus on high fidelity findings 

• Start with manual scans if you have never done a scan before and reduce noise 

• Integrate automated scans as soon as there is no or very little noise



Pitfall #5: ONE security pipeline  

• Do not define one security pipeline for all teams

• Not all the teams have the same maturity 

• Products have different release cycles

• Product complexity will impact your speed

• Repo structure will need tool customization

• Branching strategy is different per team



Find the best fit for your pipelines

• Adopt a risk-based approach

• Secret scans for every change is great and fast

• SAST on every change is not ideal 

• Consider MR on protected branch scanning 

• Scanning only new code or scanning always the 
full project

• choose your tools 



Pitfall #6: Missing git security posture

• You have selected the best code repository and 
versioning control system 

• You have integrated the best security tools as part 
of your pipelines 

• You detect issues from third party code, your code

• Do you control who can change your code? 



Harden your version control and pipelines
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Harden your pipeline
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Best practices

• Use actions or runners instead of run scripts

• Do not pass untrusted input (title, description, comments for example) to scripts

• Scan your pipelines for security vulnerabilities using SAST and SCA tools 

• Restrict permissions for tokens 

• Use OSSF Scorecard



Pitfall #7: Security as mandatory approver for MR



Adopt a risk based approach

• Security does not have to approve every change in the code

• Fail the pipeline based on your policy (Exploitable High and Critical from tools) 

• Add security to the MR automatically when security knowledge is needed

• Adopt a model to identify “security sensitive changes”

• OWASP ASVS checklists for example

• AI bots can help automate this process



Risk Model



Pitfall #8: We do not do Threat Model



What’s the “problem”

• DevOps processes are too fast for threat model

• Threat Model is complex

• We always need security to do threat model

• We will do it once and we will forget about it

• Documentation is an old concept
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How to do it in DevSecOps 

• Adopt a model that will help you categorize and 
identify a set of threats

• ask the security person to help ;)

• Do threat models in your planning tool ( Jira, 
ServiceNow etc) 

• AI can help speed up the process

• Discuss  and log threats during your sprint 
planning

• Feature X:

• What can go wrong 

• What are we going to do to remediate it

• How do we avoid forever https://marketplace.atlassian.com/apps/1229875/ai-assisted-threat-modeling-saas-powered-by-jira



What are we looking for? 

https://owasp.org/Top10/



The Egregious Eleven 
(CSA)
• E1: Data Breaches 
• E2: Misconfiguration and Inadequate Change Control 
• E3: Lack of Cloud Security Architecture and Strategy 
• E4: Insufficient Identity, Credential, Access and Key 

Management 
• E5: Account Hijacking 
• E6: Insider Threat 
• E7: Insecure Interfaces and APIs 
• E8: Weak Control Plane 
• E9: Megastructure and Applistructure Failures 
• E10: Limited Cloud Usage Visibility 
• E11: Abuse and Nefarious Use of Cloud Services 



Pitfall #9: Compliance security trainings

• Company-wide “security trainings” for developers

• Hours of slides and videos with a final quiz

• Language specific trainings? Great 

• Just slides? 

• We develop in Go but we follow a yearly Java 
security training 

• ??????? 



Hands-on to rock it

• Identify people interested in security  inside your 
team

• Create a Security Champions Program

• Security Champions curriculum 

• Security Champions hands-on trainings

• Reward 

• Organize company-wide CTF (Capture the flag)



Key takeaways: a road to success
• Include security as part of the development process 

• Start with one or two tools (SAST and SCA). Tools are not the solution. Your process is

• Adopt a maturity model and stick to it (Only one)

• Integrate vulnerabilities in the developers’ tools ( Jira, Confluence etc)

• Developers are in charge of defining their pipelines. Do not force ONE security pipeline for 
everyone

• Involve security only for high-risk change. Do not add the security team as approver for all 
the MR/PR

• Do continuous Threat Model (15 to 30 min)

• Improve your git security posture (ScoreCards)

• Select custom hand—on trainings for security champions



Questions? 


