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 Reduce risk
 Reduce crime
 Increase profitability
 Improve medical diagnosis
 Increased “good” 

 Data leaks
 Discrimination
 Digital pawns
 Filter bubble
 Increased “bad”
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About right and wrong
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Data Science Ethics

 The golden mean between deficiency and excess (Aristotle)
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Why Care?
 Life goal in itself

 Huge potential risks

 Data science ethics can bring value

 Expected from society

Data scientists and business people are not inherently unethical, 
but at the same time not trained to think this through neither.
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Data Mining

 Data mining: automatic extraction of patterns from data



Terminology
 Data mining: automatic extraction of patterns from data

 Data science: a set of fundamental principles that guide the extraction 
of knowledge from data

 AI: methods for improving the knowledge or performance of an 
intelligent agent over time, in response to the agent's experience in the 
world

AI

AI

Data 

Science

Data 

Mining

Provost and Fawcett (2013)
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Data Science Ethics
 Ethics: “moral principles that control or influence a person’s behavior”

 Moral: “connected with principles of right and wrong behavior”

 Ethics Theories: Utilitariasm vs Deontological Ethics

• Utilitariasm: 

 =consequentialism, what is produced in the consequence of the act

 Action is moral if the consequence is moral, means to an end

 Justifies immoral things

• Deontology: 

 Not doing immoral actions
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FAT Flow for data science ethics
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FAT Flow for data science ethics
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Overview

 Data Science Ethics

 Data gathering: Privacy and A/B Testing

 Data preprocessing: Proxies

 Modeling: Discrimination-aware and Privacy-Preserving

 Model evaluation: Explain

 Deployment: Unintended consequences



Privacy
 Modern-day panoptes

• Security cameras

• Facebook, Internet as a whole

• Behavioral data

 Privacy is a human right

• “No one shall be subjected to arbitrary interference with his privacy, family, 
home or correspondence, nor to attacks upon his honour and reputation.“
The United Nations' 1984 Universal Declaration of Human Right (Article 12)

 “You have zero privacy anyway. Get over it.” 
Sprenger (1999-01-26), chairman of Sun Microsystems

 “Who was nothing to hide, has nothing to fear”

Et alors?
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GDPR
(b) PURPOSE LIMITATION

(a) LAWFULNESS,    

FAIRNESS AND      

TRANSPARENCY

(c) DATA MINIMISATION

(d) ACCURACY✓

(f) INTEGRITY AND CONFIDENTIALITY

(e) STORAGE LIMITATION

La Liga

Belgian mayor
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Experimentation
 A/B testing

 Randomize experiment with two variants: A and B

 Vary one variable and assess the effect

 Different treatment of different groups: potential human impact and ethical
implications!
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Experimentation
 OK Cupid

• Goal: Test the performance of their prediciton model in practise

• Dating website, provides a match (0-100%) with candidates, based on prediction
model

 Group A: Bad match  Told they were a bad match

 Group B: Bad match  Told they were very good match

 Change in if and how often they talk to each other? 
It did: group B more likely to send message to each other

 “If you use the Internet, you're the subject of hundreds of experiments at any given time, 
on every site. That's how websites work.“ 
OKCupid president.

 “If you're lying to your users in an attempt to improve your service, what's the line 
between A/B testing and fraud?“ 
Washington Post’s Brian Fung
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Overview

 Data gathering: Privacy and A/B Testing

 Data preprocessing: Proxies

 Modeling: Discrimination-aware and Privacy-Preserving

 Model evaluation: Explain

 Deployment: Unintended consequences
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Proxies for re-identification
 August 4, 2006, AOL reseach released dataset

• 20 million search keywords

• 650.000 users

 Anonymous?

• No users explicitly identified in the dataset

• Search queries could be used to identify persons

• NY Times exposed one of the users, with her explicit permission, as Thelma Arnold, a 
62-year-old widow from Gorgia, U.S.

https://www.nytimes.com/2006/08/09/technology/09aol.html

David Martens (2022) Data Science Ethics: Concepts, Techniques and Cautionary Tales. Oxford University Press. 

www.dsethics.com

https://www.nytimes.com/2006/08/09/technology/09aol.html
http://www.dsethics.com/


Overview

 Data Science (and) Ethics

 Data gathering: Privacy and A/B Testing

 Data preprocessing: Proxies

 Modeling: Discrimination-aware and Privacy-Preserving

 Model evaluation: Explain

 Deployment: Unintended consequences
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Government Backdoor
Feb. 2016
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Government Backdoor

Pro

 Privacy is not absolute

“Encryption isn't just a technical feature; it's a marketing 
pitch. ... Sophisticated criminals will come to count on these 
means of evading detection. It's the equivalent of a closet 
that can't be opened. ... And my question is, at what cost?“

James Comey (2014)
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Government Backdoor

Pro Con

 Privacy is not absolute  Security versus Freedom

“Those who would give up essential Liberty, to purchase a 
little temporary Safety, deserve neither Liberty nor Safety.“

Benjamin Franklin (1775)
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Government Backdoor

Pro Con

 Privacy is not absolute  Security versus Freedom
 Security versus Security

“No-one, I don't believe, would want a master key built that 
would turn hundreds of millions of locks. Even if that key 
were in the possession of the person that you trust the 
most. That key could be stolen.”

Tim Cook (2016)
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Government Backdoor

Pro Con

 Privacy is not absolute  Security versus Freedom
 Security versus Security
 Futility of backdoors

“The bottom line is, if you look at both the terrorists in San 
Bernardino and the Boston Marathon bombers, they were 
family members. Most family members talk to each other 
face to face. The government doesn't
have access to that after the fact.“

Michael Chertoff (2016)

David Martens (2022) Data Science Ethics: Concepts, Techniques and Cautionary Tales. Oxford University Press. 

www.dsethics.com

http://www.dsethics.com/


Government Backdoor
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Zero Knowledge Proof
 A method where one party proves a statement about a secret to another party, 

without revealing the secret.

 Applications

• Secret: income
Statement to proof: “I have a high income.”

• Secret: nationality
Statement to proof: “I’m a European citizen.”

• Secret: location of Herman
Statement to proof: “I know where Herman is.”
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More technologies to include privacy
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 “Hey, you’re having a baby!” Target

Predict what?
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Potential Discrimination

 Bias
• HR Analytics, prediciton model to review job applicants’ resumes to 

automate the search for top talent

• Trained on resumes from past (10 year period), biased data

• Model trained to prefer male candidates, for example:

 Penalized uses of word “woman’s” (eg woman’s chess club president)

 Penalizes all-woman colleges
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Overview

 Data Science (and) Ethics

 Data gathering: Privacy and A/B Testing
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 Modeling: Discrimination-aware and Privacy-Preserving

 Model evaluation: Explain

 Deployment: Unintended consequences
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Explain individual predictions
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Explain
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Explain

Why?
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Explain

Why?
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Explain – Black Box
 Non-linear models

 Deep learning: large aritificial neural network with massive number of 
parameters
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Explain individual predictions
Example: gender prediction using movie viewing data

User xi: Sam

Sam watched 120 movies
Sam is predicted as male WHY?
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Explain individual predictions

EDC: EviDence Counterfactual

IF Sam would not have watched
{Taxi driver, The Dark Knight, Die Hard, 
Terminator 2, Now You See Me, Interstellar}, 
THEN his predicted class would change from male to female

WHY?

Example: gender prediction using movie viewing data

User xi: Sam

Sam watched 120 movies
Sam is predicted as male
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Imagine a world with CF explanations

Well, if your wife would also have had a 20+ year

relationship with our bank, and would have been 

regarded as Premium customer at some point in time, 

she would also receive a 20x credit limit

Well, if your wife’s relationship status would have 

been “husband” instead of “wife”, she would also

receive a 20x credit limit

We clearly messed up, we’re updating our models

now.

Ah, ok, thanks for the additional feedback!
Glad you found this and react responsibly. 

It’s how big tech should be in the 21st century.
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Unintended consequences
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Unintended consequences

 AI acts different than intended
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Unintended consequences

 Negative impact of AI on humans
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Data Science Ethics

 Data Science Ethics… 
• Is about right and wrong

• Requires discussion, time and effort

• Can bring value

• Becoming a legal requirement

 Warning signs: “No one has to know.” / “Don’t mail about this.”

 FAT Flow as framework

 For data science projects:
• Consider ethics already before starting

• Don’t be afraid to add an ethical section in your reports or emails
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