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WHAT IS SECDEVOPS



Have you ever heard of ‘DevNetOps’, 
or ‘DevInfrOps’? 



SECDEVOPS

So why do we need a word like ‘DevSecOps’ or ‘SecDevOps’?
Security is part of ‘all participants’, right? 

RuggedOps (DevSecOps): “Rugged” describes software development
organisations that have a culture of rapidly evolving their ability to create
available, survivable, defensible, secure, and resilient software. [2]

Anyway…

“DevOps is a culture, fostering collaboration amongst all participants
involved in the development and maintenance of software.” [1]

“DevOps is a culture, fostering collaboration amongst all participants
involved in the development and maintenance of software.” [1]



WHAT IS DEVOPS?

Agile development

Continuous integration

Continuous deployment

DevOps

“Shift left”



0

20

40

60

80

100

120

Plan Code Build Test During operations

Re
la

tiv
e

co
st

Cost of fixing a software defect



WHY SECDEVOPS



• Greater speed and agility for security teams
• An ability to rapidly respond to changes and needs
• Better collaboration and communication among teams
• More opportunities for automated builds as well as quality and 

security testing
• Early identification of vulnerabilities in code
• Automation to free up team member assets to work on high-

value tasks

SECDEVOPS – WHY?



THE SECDEVOPS PIPELINE



BUILDING A SECDEVOPS PIPELINE

Focus on capabilities, not on tools (there are many tools out there)

>

[3]







• Sharing knowledge
• Helping in decision-making for 

new features
• Building threat models
• Monitoring best practices

SECURITY SATELLITES - EXPECTATIONS

Can you spot the security 
champion in this team?







Demo Threat model

Threat modeling



Risk assessment



Software Composition
Analysis (SCA)

Static Application Security 
Testing (SAST)

“SAST is a frequently used Application
Security (AppSec) tool, which scans an
application’s source, binary, or byte code. A
white-box testing tool, it identifies the root
cause of vulnerabilities and helps remediate
the underlying security flaws.”[4]

Dynamic Application 
Security Testing (DAST)

“DAST is the process of analyzing a web 
application through the front-end to find 
vulnerabilities through simulated attacks.”[4]



Securing the CI/CD pipeline Secret management

“Secret management allows to safely and 
securely store secret values and (binary) files 
such as passwords, tokens, Key files etc., ) in 
central repository or system. Through Access 
Control Lists ONLY specific entities can be 
retrieved or decrypted.”[6]

“Infrastructure as Code (IaC) automates the 
provisioning of infrastructure, enabling your 
organization to develop, deploy, and scale 
cloud applications with greater speed, less 
risk, and reduced cost.” [5]









[7] 

How do you ensure that the code being deployed to production in 
binary form is the same one that went through your pipeline? 

[7] 



INCREASING MATURITY



SOFTWARE ASSURANCE MATURITY MODEL (SAMM)

[8]



Best practices and activities

Maturity models

Policy frameworks

LINKING EVERYTHING TOGETHER – FUTURE WORK?

[7]

[2]



WHO ARE WE

MISSION
At Splynter our mission is to holistically improve the cyber security posture of companies 

around the globe through a vendor-independent and risk-based approach, combining high-
quality security architecture with in-depth technical cyber security expertise. 

VALUES

Embrace expertise

VISION
A world where (complex) environments are cyber secure by default, 

not by exception.

Take responsibility

Michael
CISM, CISSP, 
OSCP, CEH & 

DPO

Mathijs
IoT expert, CEH, 

master of 
engineering

Sarah
Adds a human-

centric approach 
to security, 
master in 

computer science

We are a small team of extremely 
driven security enthusiasts.

Glenn
Crypto
expert, 

master in 
electrical

engineering



QUESTIONS?



combat your adversaries with structure.

michael.boeynaems@splynter.be



[1] https://azure.microsoft.com/en-us/overview/devops-vs-agile/
[2] Lean security, https://www.lean-security.org/
[3] https://digital.ai/devops-tools-periodic-table
[4] https://www.microfocus.com/en-us/what-is/
[5] https://www.ibm.com/cloud/learn/infrastructure-as-code
[6]https://www.linkedin.com/pulse/secrets-management-why-

needed-bharat-kandanoor
[7] https://slsa.dev/spec/v0.1/threats
[8] https://owaspsamm.org
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